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DETAILED ACTION 

1 . Claims 21 - 54 are pending. 

Response to Arguments 

2. Applicant's arguments filed 1 1/08/201 0 have been fully considered but they are 
not persuasive. 

3. Applicant argues that Mizoguchi fails to disclose, teach or even suggest " 
generating at the server an image table in which two or more key images and other 
images that are previously designated on a user basis are randomly mixed and 
transmitting the image table to a screen of the user's terminal; and if the key images are 
validly selected and inputted from the terminal, approving authentication of the user at 
the server, wherein the procedure of selecting the key images is not displayed on the 
image table in the screen of the terminal," regarding claim 21 . Examiner respectfully 
disagrees. Mizoguchi discloses generating at the server an image table in which two or 
more key images and other images that are previously designated on a user basis are 
randomly mixed and transmitting the image table to a screen of the user's terminal 
(Mizoguchi, Paragraph 001 3, images used as a password to gain access to a secure 
environment) and if the key images are validly selected and inputted from the terminal, 
approving authentication of the user at the server, wherein the procedure of selecting 
the key images is not displayed on the image table in the screen of the terminal 
(Mizoguchi, Paragraph 0013, images used as a password to gain access to a secure 
environment). Applicant argues that the moving of a cursor to select is visually 
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displaying selecting procedure. However, despite allowing the cursor to pick the image 
Mizoguchi further teaches the shuffling of images for the exact reason of preventing an 
onlooker from seeing the password and/or image selection process, this is supported on 
Paragraph 0038 of Mizoguchi. Thus Mizoguchi teaches the claim limitations as written. 



Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

5. Claims 21 , 22, 26 - 37, 39, 40, 43 - 50, 53 and 54 are rejected under 35 
U.S.C. 102(e) as being anticipated by Mizoguchi et al. U.S. PG-Publication No. 
(2004/0030934). 

6. As per claim 21 , Mizoguchi discloses generating at the server an image table in 
which two or more key images and other images that are previously designated on a 
user basis are randomly mixed and transmitting the image table to a screen of the 



user's terminal (Mizoguchi, Paragraph 0013, images used as a password to gain access 
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to a secure environment) and if tine key images are validly selected and inputted from 
the terminal, approving authentication of the user at the server, wherein the procedure 
of selecting the key images is not displayed on the image table in the screen of the 
terminal (Mizoguchi, Paragraph 0013, images used as a password to gain access to a 
secure environment). 

7. As per claim 22, Mizoguchi discloses generating and outputting at the lock device 
an image table in which two or more key images and other images that are previously 
designated are randomly mixed (Mizoguchi, Paragraph 0013, images used as a 
password to gain access to a secure environment) and if the key images are validly 
selected and inputted from an input unit, approving authentication of the user and 
releasing the locking state at the lock device, wherein the procedure of selecting the key 
images Is not displayed on the image table in the screen of the lock device (Mizoguchi, 
Paragraph 0013, images used as a password to gain access to a secure environment). 

8. As per claims 26 and 43, Mizoguchi discloses the image table provided by the 
attempt of authentication of the user is different from an image table provided by the 
previous attempt of authentication (Mizoguchi, Paragraph 0038, different types of 
imagaes). 

9. As per claim 27, Mizoguchi discloses the image table provided by the attempt of 
authentication of the user is different from an image table provided by the previous 
attempt of authentication (Mizoguchi, Paragraph 0038, different types of imagaes). 

1 0. As per claims 28 and 44, Mizoguchi discloses start coordinates (initially inputted 
key image coordinates) at said step (b) are previously designated as one of the key 
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images (IVIizoguclii, Paragrapli 0013, images used as a password to gain access to a 
secure environment). 

11. As per claims 29 and 45, IVIizoguchi discloses start coordinates (initially inputted 
key image coordinates) at said step (b) are previously designated as one of the key 
images (Mizoguchi, Paragraph 0013, images used as a password to gain access to a 
secure environment). 

1 2. As per claims 30 and 46, Mizoguchi discloses the authentication approval at said 
step (b) is made in such a way that the corresponding key images are sequentially 
inputted by movement of coordinates in the image table based on a predetermined input 
sequence of the key images (Mizoguchi, Paragraph 0038, different types of imagaes). 

1 3. As per claims 31 and 47, Mizoguchi discloses the authentication approval at said 
step (b) is made in such a way that the corresponding key images are sequentially 
inputted by movement of coordinates in the image table based on a predetermined input 
sequence of the key images (Mizoguchi, Paragraph 0038, different types of images). 

14. As per claims 32 and 48, Mizoguchi discloses start coordinates (initially inputted 
key image coordinates) at said step (b) are designated as coordinates of a first key 
image of the key images (Mizoguchi, Paragraph 0013, images used as a password to 
gain access to a secure environment). 

1 5. As per claim 33, Mizoguchi discloses start coordinates (initially inputted key 
image coordinates) at said step (b) are designated as coordinates of a first key image of 
the key images (Mizoguchi, Paragraph 0013, images used as a password to gain 
access to a secure environment). 
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1 6. As per claims 34 and 49, IVIizoguclii discloses before said step (a), the server 
constructs and registers a personalization image table which is formed by selecting the 
key image and other images constituting the image table individually on a user basis 
(Mizoguchi, Paragraph 0013 and 0023, images used as a password to gain access to a 
secure environment and works with a server). 

1 7. As per claims 35 and 50, Mizoguchi discloses before said step (a), the lock 
device constructs and registers a personalization image table which is formed by 
selecting the key image and other images constituting the image table individually on a 
user basis (Mizoguchi, Paragraph 0013 and 0023, images used as a password to gain 
access to a secure environment and works with a server). 

1 8. As per claim 36, Mizoguchi discloses when the user selects the key images, and 
a passage coordinate image or a terminal coordinate image, the server constructs the 
personalization image table by randomly extracting from remaining images excepting 
the selected images (Mizoguchi, Paragraph 0038, different types of images). 

1 9. As per claim 37, Mizoguchi discloses, when the user selects the key images, and 
a passage coordinate image or a terminal coordinate image, 

the lock device constructs the personalization image table by randomly extracting from 
remaining images excepting the selected images (Mizoguchi, Paragraph 0038, different 
types of images). 

20. As per claim 39, Mizoguchi discloses generating at the server an image table in 
which two or more key images and other images that are previously designated on a 
user basis are randomly mixed and transmitting the image table to a screen of the 
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user's terminal (IVIizoguclii, Paragrapli 0013, images used as a password to gain access 
to a secure environment) and if tlie l<ey images are validly selected and inputted from 
the terminal, approving authentication of the user at the server, wherein the procedure 
of selecting the key images is not displayed on the image table in the screen of the 
terminal (Mizoguchi, Paragraph 0013, images used as a password to gain access to a 
secure environment). 

21 . As per claim 40, Mizoguchi discloses generating and outputting at the lock device 
an image table in which two or more key images and other images that are previously 
designated are randomly mixed (Mizoguchi, Paragraph 0013, images used as a 
password to gain access to a secure environment) and if the key images are validly 
selected and inputted from an input unit, approving authentication of the user and 
releasing the locking state at the lock device, wherein the procedure of selecting the key 
images is not displayed on the image table in the screen of the lock device (Mizoguchi, 
Paragraph 0013, images used as a password to gain access to a secure environment). 

22. As per claims 53 and 54, Mizoguchi discloses if the images are moved, a pointer 
is moved and if the images are not moved, a pointer is not moved (Mizoguchi, 
Paragraph 0038, mouse clicking). 

Claim Rejections - 35 USC § 103 

23. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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invention was made to a person having ordinary sl<ill in tine art to wliicli said subject matter pertains. 
Patentability sliall not be negatived by tine manner in wliicli the invention was made. 

24. Claims 23 - 25, 41 and 42 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Mizoguchi et al. U.S. PG-Publication No. (2004/0030934) in view of 
Lee et al. U.S. PG-Publication No. (2004/0185869). 

25. As per claims 23 and 41 , Mizoguchi fails to teach before said step (a), an access 
location tracking step (c) in which a program that performs a function of tracking an 
access location of the terminal on-line is automatically installed and executed in the 
terminal from the server connected to the terminal, and access location information of 
the terminal is sent and stored in the server. However, in an analogous art Lee before 
said step (a), an access location tracking step (c) in which a program that performs a 
function of tracking an access location of the terminal on-line is automatically installed 
and executed in the terminal from the server connected to the terminal, and access 
location information of the terminal is sent and stored in the server (Lee, Paragraph 
0024, locating mobile terminals obtaining access). 

At the time the invention was made it would have been obvious to a person of 
ordinary skill in the art to use Lee's Method for tracking location of subscribers in mobile 
communication network with Mizoguchi's user selectable authentication interface and 
universal password because it offers the advantage of continuously tracking the location 
of a subscriber in a network (Lee, Paragraph 0007). 

26. As per claims 24 and 42, Mizoguchi as modified teaches the step (d) of reporting 
access location information on online of another person acquired through the step (c) to 

the user when another person proceeds with the step (b) by using the authentication 
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information of the user in a state tfiat tfie autfientication of tine user is approved at the 
server and being connected (Lee, Paragraph 0031 , authenticates terminal). 

27. As per claim 25, Mizoguchi as modified teaches after the step (b), the step (e) of 
reporting the latest access location information to the user's terminal (Lee, Paragraph 
0024, locating mobile terminals obtaining access). 

28. Claim 38 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mizoguchi et al. U.S. PG-Publication No. (2004/0030934) in view of Browne U.S. PG- 
Publication No. (20040153665). 

29. As per claim 38, Mizoguchi fails to teach the server acquires IP information of a 
terminal accessed prior to said step (b), and notifies, if the key images of the user are 
not validly inputted from said step (b), an alarm message including the IP information to 
the user. However, in an analogous art Browne teaches the server acquires IP 
information of a terminal accessed prior to said step (b), and notifies, if the key Images 
of the user are not validly inputted from said step (b), an alarm message including the IP 
information to the user (Browne, 0031 , alert message contains IP address of attacking 
computer). 

At the time the invention was made it would have been obvious to a person of 
ordinary skill in the art to use Browne's wireless network control and protection system 
with Mizoguchi's user selectable authentication interface and universal password 
because it offers the advantage of providing more than a single level of security to make 
the network more secure (Browne, Paragraph 0006). 
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30. Mizoguchi et al. U.S. PG-Publication No. (2004/0030934) in view of Park U.S. 
Patent No. (7,240,367). 

31 . As per claims 51 and 52, IVIizoguchi fails to disclose the procedure of selecting 
the key images involves shifting of all of the images in the image table in the direction of 
a direction key. However, in an analogous art Park teaches wherein the procedure of 
selecting the key images involves shifting of all of the images in the image table in the 
direction of a direction key (Park, Col. 5 Lines 49 - 64, user shifts array when inputting 
password). 

At the time the invention was made it would have been obvious to a person of 
ordinary skill in the art to use Park's user interface for inputting password and password 
system using the same with Mizoguchi's user selectable authentication interface and 
universal password because it offers the advantage of preventing a password from 
being revealed (Park, Col. 2 Lines 10-14). 



Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 

CFR 1.136(a). 



Application/Control Number: 1 0/573,41 9 Page 1 1 

Art Unit: 2439 

A shortened statutory period for reply to tliis final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Roderick Tolentino whose telephone number is (571 ) 
272-2661 . The examiner can normally be reached on Monday - Friday 9am to 5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Edan Orgad can be reached on (571) 272-381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571 -273-8300. 
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Information regarding tine status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Roderick Tolentino 

Examiner 

Art Unit 2439 

/R. J.I 

Examiner, Art Unit 2439 



/Michael J Simitoski/ 

Primary Examiner, Art Unit 2439 



